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Å About AusCERT 

Å Threat and Motivation 

Å Cybercrime, Malware and botnets 

Å ID Theft and e-Health 

Å Infrastructure Attacks 

Å Targeted Covert Enterprise Intrusions 

Å Mobile Devices 

 

Today 
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ωAn operational computer 
emergency response team 
(CERT) with nearly 20 years 
experience 

ωUniversity-based, non-
government 

ωIndependent and impartial 

ωSelf-funded and not-for-
profit 

 

AusCERT is 
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What we do 
ωMonitor, detect and respond to online crime, eg 
ςRequesting attack site shut downs  

ςRepatriating stolen data from bot infected computers 

ςNotifying legitimate .au web sites when they are 
hosting malware 

ςIdentifying and stopping botnet activity 

ωProvide advice about cyber security ς bridge the 
knowledge gap about cyber threats and 
vulnerabilities 

ωAdvocacy for strategies and initiatives that will 
help mitigate impact of cyber crime nationally 
and internationally 
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Cyber attack capabilities 

ωThreat of cyber attack is high 

ω9ǾŜǊȅ Řŀȅ Χ 

ςMany tens of thousands of attacks which result in system 
compromises affecting confidentiality, integrity and 
availability 

ςnumerous new serious software vulnerabilities discovered 
and being reported which provide remote system level 
access or remote denial of service impacts 

ςlarge proportion of attacks motivated by illicit financial 
gain 
ωtheir success is driving up level of attacks and the acquisition of 

skills to launch such attacks 

ςIP theft rising motivation for attacks 
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The threat and motivation 

ÅCriminals are actively targeting e-commerce and e-
government services 

ÅMotivation is money ς illicit financial gain 

ÅMany types of cybercrime 
Åidentity theft features prominently 

ÅReturns are high ς risk is low 

ÅCommon attacks directed at: 

ÅClient PCs (home and work) 

ÅWeb applications/servers/Web 2.0 

ÅAPT (Targeted Covert Enterprise Intrusions) 

 

 



Online banking credentials 
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Malware and Phishing 
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Covert compromise  


