<« AUSCERT

Graham Ingram
GeneralManagerAusCERT
April 2012

Copyright © 2012 AusCERT



<« AuUSCERT

Australian Computer Emergency Respon

A ID Theft and e-Health

A Infrastructure Attacks
A Targeted Covert Enterprise Intrusions

A Mobile Devices
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AusCERT

wAnoperationalcomputer
W emergency response team
(CERT) with nearly 20 years
experience

wUniversitybased, non
government

wIndependentand impartial

w Seltfunded and notfor-
profit
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wMonitor, detect and respond to online crimeg
¢ Reqguesting attack sitehutdowns
¢ Repatriating stolen data frornot infected computers

¢ Notifying legitimate .au web sites when they are
hosting malware

¢ ldentifyingand stoppingootnet activity

wProvide advice about cyber securgyridge the
knowledge gap about cyber threats and
vulnerabillities

wAdvocacy for strategies and initiativesat will
help mitigate impact of cyber crime nationally
and internationally
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w Threat of cyber attack is high
WIPISNE RI & X
¢ Many tens of thousandsf attacks which result in system

compromisesaffectingconfidentiality, integrity and
availability

C numerous new serious softwarailnerabilitiesdiscovered
and being reported which provide remote system level
access or remote denial of service impacts

¢ large proportion of attacks motivated by illicit financial
gain
wtheir success is driving up level of attacks and the acquisition of
skills to launch sucéttacks

¢ IP theft rising motivation for attacks
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AusCERT

A Criminals are actively targetinggemmerce and €
government services
A Motivation is money illicit financial gain

A Many types of cybercrime
A identity theft features prominently

A Returns are higlq risk is low
A Common attacks directed at:
A Client PCs (home and work)

A Web applications/servers/Web 2.0
A APT (Targeted Covert Enterprise Intrusions)
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Log on to ANZ Internet Banking

5 National Australia Bank Limited [AU] l
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Customer Registration Number:

Password:

Internet Banking

» Need help logging on?
» 1 forgot my password
» Help me register

» Terms and Conditions

Welcome to NAB Internet Banking

Latest NAB Internet Banking feature
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Online banking credentials
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Find out more »

= hinking

@'@ l\; Mtps//onl'ne.wd‘pac com.au/esls/Lngm/SrvPage/’h?&refene!—http%?A%ZF%ZFww v ﬂ Westpac Banking Corporation [AU] [‘fl X l ‘b Bing

o |

i Favorites | 5k £ Welcome to Intenet Expl... & Suggested Sites 2 | Web Slice Gallery

&~

W Westpac Online Banking - Westpac

v [ o= v Pagev Safety~v Toolsv @~

* Phone Westpac

Personal Business Corporate About Westpac
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» Bank accounts  » Home loans

Find a Branch or ATM 7

& NetBank - D o P
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» Credit cards  » Personal loans  » » Super & R
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# NetBank - Logon
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5 &Y Welcome to Internet Expl...
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Westpac Online Banking

>E

Personal customers Business customers

Enter your customer ID (Using your keyboard) _

> Overview

o Enter your password (Using the buttons below)
> Signin

1 2 3 4 5 6 1 8

? Register g bs b b e e bic bbby
> Features and benefits U © B Q R & i i o L
> Security
> Fees > Forgotten your password? Clear
> Support

Westpac Online news

> Terms and Conditions > Easyto use, easyto access - Westpac Mobile Banking for iPhone.

> Help protect your money online with Westpac Protect SMS code.

Done

ConmonwealthBank / Close
I
* = Required

Log on to NetBank Need help? |

=Client number | | Forgotten dient number
Eorgotten password

NetBank centre

“Password

What's new in NetBank

NewanNetBank Bank your way with new

n customisation, security and message
x o X features. I
Eind out how to get the most out of
I lin

Current highlights

Run the NetBank optimisation check. * NetBank maintenance schedule.

Terms of use | Security
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Australian Computer Emergency Response Team

AUsCERT
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B Trojans

M Phishing

1800
1600
1400 A
1200
1000 A

800

600

TT-hON
TT-dasg
TTANT

TT-AE A
TT-E A
TT-uer
OT-RON
oT-dag
oT-nr

OT-A
OT-E A
OT-uer
GO-RON
G0-dag
GO-NT

G0 =AE |
G- A
GO-UEr
B0-RON
go-dag
go-nr

B0-AR N

E0-I2M

| ®0-uef

At 30 November 2011
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Australian Computer Emergency Respon

Covert compromise “ AUSCERT
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